O Hanwha Techwin

White paper
ALO|EH &1 OF

HEYD FH| Hot 23}

20204 11 &€ 17

Copyright (© 2020 Hanwha Techwin. All rights reserved.




Contents

SSL =3}

229C A8 #As

.PP
w Moo=

5. HE®3 4d 9 34

5.1. 22|59l HEY3 £2

5.2. VLAN

5.3. IP ZEE

5.4. VPN

5.5. 7|2 ZE HZ 5 0|AE ZE/MH|A/ZZ2EE H|IEYS}
5.6. RTSP

Copyright © 2020 Hanwha Techwin. All rights reserved.



Contents

o
O
i
i}
g
i)
>

HI QHEZS Xick
obXit 7|7| HYX|

=3 A4y =T

71710l tHet Sa1% 2 Kbt
802.1x QUS A 7|dt A H[
Mg

HEST 22|

S°9°.“.°’SJ":'>S*’!"!“

X 23 2ol

.10. H7|Hel Helof AUdo|E
J11, el =3t

.12, H|C| =C°H

.13, LEEHE offE2|AH|0|M

I - = - B T T S )

a8

-~

Copyright © 2020 Hanwha Techwin. All rights reserved.



1. A= wisenet
N ]

HEQIE S CIE AMAHD HEE SRS= XL A[AH0] =0 =A

[

SOLIEM Md2 EA HYEIE AME &6 L7t AL 0[2{gh EXIE
Flol= AM CIALE HERIZ AZSIH FX|et A|ARS ZHHSH| ®{E

St= At2bEQ| Hizto| Xp2|Etn UYELICt.

RES WX & Y= THH 4
JIE HIEYS AAHS Sof 71 HEHIO VST 4 UABLICH

<

*HVAC : 3Z&7| (Heating, Ventilation and Air Conditioning)

HES®Z FX|el FEFL oEst J|sS St=X
o V.S

HotX| SLICE FAHZ A8 £+ U= A HESRZ TYHS

re
oy rr
ot

=

L=
+ES Szt = A= =XE HIEA| FsHOF PFLICE FX| 2etE Zelsto]
=
=]

Tt HMAS XICHSHE SAO ALl S Al AMAH” S FA HERIE

dl= F45 BELICH SREI2 ol2{st ZE AIE

2 A JAS 2T OfL|Er AEXAE HERIZ Hob ZSE fld 52% XIS
Hop & e = JAXE Ot 7|t 7lsS WS Erista JASLICH 2ot
AMA”E 2Ixtet 1T HYA, d2(n AAH” HXE e AMLAH S HMs
oz{gt 71t 7Is2 AESIH Holdi 38 Jbsth flgd el #dsS

Copyright © 2020 Hanwha Techwin. All rights reserved.



1. A= wisenet

= HMol= gkl 39 UEYI Fioi2te] A3zl 40| ZEE|o| USLICE
CHE 2ol MHE2 Wisenet Device Manager ALEQ{E A8t Cipe
=

M8 4 UL

Project Network Log Script  Help I Status Monitor : | orF U EI_};I
’ Search Device Manual!y Status 1P FW Status FW Config Config Time Video Device Advance N.etwork_ Réport ETe -
Credential | Add Devices | Update Assign Check Upgrade Backup Restore Sync Setup Setup Setup Diagnosis
- All Devices(20) | Al Devices(20) -> 1P Camera/Encoder(18) -> Login OK(13) [ setectan || clear | Reverse |
[=-1P Camera/Encoder(18) = ‘ l ] | ] [ l ] ]
@ Login OK(18) Model Status Name 1P mode IP Address MAC Address F/W Version F/W Status 5P
- Login Fail(0)
-~ Connect Fai() QNV-7010R  LoginOK  Q DHCP 19216860245 00:166CBSAGFF 102_160712 Unknown 100_160712 N
.- Ready(0) SNB-6004 LoginOK Sump Static  192.16860101 00:09:18:30:9D:6E 3.04_160120 Unknown 221151221 N
1 NVR(1) SNB-6010 LoginOK  Wall Static 1921686097 00:166C:868CED  3.03_160608 Urknown 217_141027 N
[+ Login OK() SNB-6010  LoginOK  O0166CB68CE Static 19216860116  O06SCSGSCEE 303160720  Unknown 217_141027 N
} ";f"::':,‘:’[m SNB-9000 |loginOK |Camera  DHCP 19216850119 00:16:6CFESBSC 102_160215 Unknown None N
- Ready(t) SND-6084R  LoginOK (Basement  [Static 1921686087 00:166CTECTAL 3.04_160120 Unknown 221151221 N
DVR(L) SND-LE013R  LoginOK  Hallway Static 19216860143 00:16:6C:96:28:35 1.01_160729 Urknown 100_160623 N
| Lagin OK@) SNF-8010 LoginOK VM DHCP 19216860198 00:09:18:E0:0F76 101_151201 Unknown None N
| Login Fall(0) SNO-8084R  LoginOK  Camera DHCP 19216850148 00:09:18:309E:30 3.04.160120 Unknown 221.151221 N
i ;::;';;; Falie) SNO-80BIR  |LoginOK  Camera DHCP 19216860104 00166CAIETAA 100151020 Unknown None Ny
- Decoder) SNP-6321 LoginOK Camera Static 19216860109 00:09:18:£0:17:CC 1.04_160627 Urknown 1.03_151125 N
- Login OK©) SNV-5084 LoginOK | Camera DHCP 19216860150 00:16:6C:78:79F5 301160120 Unknowin 213151221 N
| Login Fail(0) SNV-6013 LoginOK | Camera DHCP 19216860199 00166C:942458 303160608 Unknowin 247_141027 N
[ :W‘:“‘ Fail(0) SNV-6084R  LoginOK  AVI Static 192.168.60.234 00:16:6C:78:DE:76 3.04_160120 Unknown 221151221 Nt
L. B“kmr:’ ¥0) SNV-8080 LoginOK  Camera DHCP 19216860110 0046:6CEF7SOD 100141113 Unknown None N
SNV-LEO13R  LoginOK  Camera DHCP 19216860212 00:166C:AFSESB 100160317 Unknown 1.00_160317 N
MNetworkStatus  |sNzZ.6320 LoginOK  Camera DHCP 192168.60.171 00:16:6C:9D:9B:34 105_160622 Unknown 103_151125 N¢
e "é‘f‘.“" 0 SPE-100 loginOK Cameral  DHCP 19216860120  0009:1870:04D6 234140626  Unknown None v
| 10000
(=) Wireless Network Connection
l-0000
(=) Local Area Connection: Conny
| ~19216860175
(=] Wireless Network Connection
-192,168.60.197
Z| T il <= i ] »
18 devices searched, 18 device selected

Figure 1. Wisenet Device Manager Al %tH
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Administrator password change

Current password

New password

Confirm new password

. If the password is 8 to 9 letters long, then it should be a combination of at least three types
upper/lower case alphabets, numbers and special characters.

. If the password is 10 to 15 letters long, then it should be a combination of at least two types
upper/lower case alphabets, numbers and special characters.

. User name should be different from password.

. The following special characters are available for use. ~"1@#$%*()_—+=| {}[].2/

. Don't use 4 or more characters consecutive together. (examples : 1234, abcd)

.Don't use 4 or more characters repeated. (examples : !I!, 1111, aaaa)

Figure 2. 7I0[2} H|ZHS M StH
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AL Guards Group Information
L beb (Bob)
AL Managers Group Name
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Permission
[ Live View I_ Setup |
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Figure 3. SSM AMSX #3t MF 31H
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Secure connection system

(O HTTP (Do not use secure connection)
@ HTTPS (Secure connection mode using a unique certificate)

() HTTPS (Secure connection mode using the public certificate)

Install a public certificate

Name for the certificate

Certificate file Browse

Figure 4. SSL =3l HH 3}

rd

4.3. SEALC AS HAY

22RE MHIAZS A8 AAEES =3istAL 2elg 30

N ox
e

=2

tHoiZo| TS ot oLzt Hot BHTIK| WA & YALICH

4> my rr
u
B qJo o

ial

= =
HKE AESHH =9 FHEIF HMEED| wfRLich. of FEIL

ZZtXF 2 (MITM, Main in the middle)0| &gt Ao= XA

—_—r
r
—_

589 523}
= MYUCZ Qs FE MMATE JhsSHELICH Eot AR 22RE MH|AE

SSL =5} = CHOINAE S S X[RSHK| b= 3R JUSLICL

Copyright © 2020 Hanwha Techwin. All rights reserved.



5. E{3 49 9 14 WiSener
[ N

5.1. =g|Hel HER3A Z
Hot YE39 orHMS

Jtiatet =3t FrE 71 o
sl HuATL of2fYM BRI AMA Hste x| ®spH Euch =g

CHEE2l NVR2 UEHI <QUEHOAS XMEStn A7 MiEo =3p 2

Im ot
5
[o)
Hu
HIr
o
N

HIAHOIM HMAS MZ LCHE QAEHO[A0 A AT £ JASLICH MEtA
o|fof| =0 2ot SHIE ZIHofF St= Fx[e| =7t E20{S| ELCt.

5.2. VLAN

Hzo| YEYIS ARSK| 262 mE JHAM(VLAN)S  ALRste] Eo
HEYAS 7|19 UEYIN ZHalsts 20| HIEEELICL VLANS HEH3
AQIKloN SFEIN A9X| EEES J|zoz Eajme ZHach miatA
usig Edf AlF2lE| MHIE WEQ AN 2 FXIM ZH2lste e 4
AALICL S FXof Ch3t HMATF T3 Aol wate FAS WAL
x

o
XS VLANO| Z715tH EL|C,

5.3. 1P EH=

IP EEZE2 UHE/3 ZXo Cist HANAE FESIHL HEY AEXE

HAMOZE X|Hot= WHRILICL o7[0AM= IP F&, Hel E= MBUZ X[Hd

2 UELICE O|=HA| stH PCe IP FA0 w2t SHIE AL2XIo|AH2H ZHK]

HMAE o|8ct 2ILolX| 42 EZ UEf3 &= QUEY ANA AZE=

HEg £ JASLICH oistE3 el EX|ME= IPvd % IPve IP FALL

o2|ZA(Prefix)E ™SI HMAE HESIHHLE SIS = USLICL

P2} D2|TAE golgh &~ U= TEY HexT HEAELICE XHE5t7| Fof| o]
E ditC A golsfof M0 HEEE= AS WX & USLICE IPv4} IPv6

=, o

2tz x|t 107H7kX] F71E £ UEL|Ct

Copyright © 2020 Hanwha Techwin. All rights reserved.



5. E{3 49 9 14 Wisener
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Figure 5. IP
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Figure 6. RTSP ¢35 HH 3H
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